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Possibilities to use distributed ledger technology are shown 
referring to storing data in information systems of airports and 
aviation systems of various levels.

The features of the operation of a distributed ledger are noted 
regarding information systems. Various options for generating 
messages for storage using distributed ledger technology are 
studied along with the parameters of message flows. The features 
of using blockchain technology when creating distributed ledger 

are highlighted in case of the need to correct the stored 
information.

A possibility to use network technologies is shown for forming 
distributed ledger, the nodes of which are located at significant 
distances from each other (registries of several airports).

The provided data can be used to create reliable distributed 
information storage facilities, both within a separate airport and for 
a group of airports.
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BACKGROUND

Distributed ledger technology (often blockchain-
based technology) is becoming increasingly popular 
in the creation of distributed information systems due 
to its features such as [1–6]:

• Distributed storage of copies, allowing 
simultaneous access to the ledger by many users in 
different geographic locations.

• Impossibility of making unauthorized changes 
to the created copies.

• High functional reliability of the ledger.
• Ability to control access to copies in the ledger.
• Coherence (full compliance) of copies in the 

ledger.
• Ability to unlimitedly expand the ledger’s 

content.
This allows the use of distributed ledger technology 

to build specialised information systems for enterprises 
and their pools at the regional and federal levels 1.

The process of creating specialised information 
systems based on distributed ledgers and their 
operation differ significantly from the methods of 
creating and operating systems related to 
cryptocurrency, which must be considered when 
carrying out development.

The main differences are as follows:
• The absence of mining associated with the need 

to compete for the right to enter data into the ledger 
and for remuneration.

• Territorial localisation of copies of the distributed 
ledger (e. g., within a region, state, etc.).

• Compliance with legislative, industry and other 
regulations governing the processing of and access to 
information.

• The need to ensure the protection of information 
from specific threats associated with the functioning 
of the ledger, the properties of the stored information, 
access control (solving cybersecurity problems).

• The need to ensure access to the ledger for many 
users (administrators maintaining the ledger; users 
making requests to the ledger).

• The presence of special means of checking 
(validating) data entered into the ledger, depending 
on the purpose of the data.

• The presence of cryptographic means of data 
protection (encryption, hashing, authentication) [7–
11].

Besides, ledger copies contain a large amount of 
different information structured in blocks, which 
requires the creation of means for searching and 

1 Spirkina, A. V. Development of a model for the application 
of distributed ledger systems and assessment of their impact 
on network characteristics. Ph.D. (Eng) thesis. St.Petersburg, 
SPbSUT publ., 2022, 186 p.

presenting it in a user-friendly form (ledger database).
All this determines the feasibility of creating 

methods for analysing distributed ledger variants, due 
to the specifics of its practical application.

Among the tasks of an organisation, an important 
place belongs to the tasks of forming a flow of data 
blocks to be recorded in the ledger.

The objective of the study is to analyse a possibility 
of using distributed ledger technology in creating 
distributed databases of information systems of 
airports and airlines of various levels.

The study used methods of system analysis, queue 
theory, probability theory, theory of computer 
networks and information systems.

RESULTS
Description of the Ledger

It is advisable to create a distributed ledger as 
a development of integrated distributed databases, 
when there is a  set of information resources with 
established links, a system of queries and updates 
[12]. A possible option for organising a distributed 
ledger is considered for a  case of a  transport 
enterprise, for example, an airport, with the following 
characteristics:

1. A  distributed ledger is created based on 
existing information resources and consists of 
a group of local data registries of individual airport 
divisions.

2. All local registries can be created in the form 
of blockchains  – ​ special data chains with the 
properties listed above [1; 2; 6; 11].

3. It is advisable to use blockchain technology 
in case where there are increased requirements for 
data security, but this creates significant difficulties 
with making changes to the stored data.

4. Each local registry is created for one or more 
airport divisions; information from local registries 
may overlap.

5. To enter records (blocks) into local registries, 
special workstations with the appropriate software 
are allocated, allowing for validation and 
reconciliation of data.

6. Copies of local registries are available to 
employees, registries’ administrators of the relevant 
departments, who ensure their filling and registries’ 
operation upon requests of airport employees and 
external organisations (registries’ users).

7. The distributed ledger contains a map of local 
registries (ledger’s database), where data for access 
to local registries upon requests is generated.

Working with the ledger consists of generating 
blocks of documents for recording, recording blocks 
and copies in local registries, processing requests to 
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the registry (searching for the required information, 
presenting the found information in the required 
form). The blocks generated for recording are 
checked (validated) for the absence of copies, the 
correctness of the recording and, after successful 
verification, are recorded according to the established 
rules in the local registry (blockchain) of the relevant 
department.

An example of a  variant of the generalised 
structure of an airport’s distributed ledger is shown 
in Pic. 1. In this case, local registries are created using 
blockchain technology.

It is possible to scale the structure for an air 
transport system that includes several aviation and 
auxiliary (servicing) enterprises.

Employees – ​ administrators of local registries 
have the right to form blocks of documents to be 
recorded into their registries, process queries to 
registries.

Blocks consist of a finite number of documents 
that are processed in a given department (unit).

Each administrator forms blocks from a given 
set of documents available to him, so that the blocks 
of different administrators do not contain identical 
documents.

Documents can be formed during a unit’s work, 
or come from external departments or organisations.

Before recording the created block into the local 
registry, it is validated, which consists of checking 
the correctness of the documents, checking the 
absence of identical documents in different blocks, 

checking the correctness of the data entry regarding 
the owner (creator) of the block.

For validation, the created block is sent to all 
employees – ​administrators of the local registry. The 
administrator who received the block checks it and 
sends a response with the results of the check to the 
address of the administrator who created the block.

If all the responses are collected and they are all 
positive, the administrator who created the block 
records it into his copy of the local registry.

If several administrators work with one and the 
same copy, then the recording occurs in the order 
established for them without drawing the recording 
right.

At specified times, the local registry copies are 
reconciliated.

It is possible to clarify the operations related to 
the specifics of an enterprise, for example, the use 
of document encryption, distribution of keys for 
processing blocks and documents, establishment of 
special rules for maintaining and agreeing on copies 
of the local registry.

To ensure the search for documents within the 
entire distributed ledger, a map of local registries of 
an institution is compiled. The map is a specialised 
database that stores information on the location of 
documents, data on block owners, data for generating 
queries to local registries.

To create and ensure the operation of local 
registries of the distributed ledger, hardware and 
software tools are created – ​nodes of local registries, 

Pic. 1. Generalised structure of the airport distributed ledger [compiled by the authors].
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which can be considered as workstations of local 
registries’ administrators [2; 3]. Data blocks for 
recording in the ledger are created on the nodes.

All nodes operate as part of the local network of 
the institution or a regional or local network.

The network must provide the ability to 
implement established access rights to nodes for 
employees of the institution, provide protection from 
unauthorised access to registries and ledger, protect 
communication channels, and ensure the localisation 
of the distributed ledger within the institution. There 
are various solutions to these problems, which have 
been thoroughly studied in the literature [8; 14; 15].

Mathematical Models of Local Registry Nodes
The creation of a  distributed ledger requires 

solving series of problems and analysis, allowing to 
obtain numerical values ​​of the characteristics of the 
distributed ledger operation depending on the 
parameters (intensity of the flow of queries to the 
ledger, intensity of the flow of documents to be 
entered into the ledger, duration of query processing 
in the ledger, structure and composition of ledger 
blocks):

• Analysis of the processes of forming document 
blocks on recording nodes in local registries.

• Analysis of the processes of recording blocks 
in blockchains of local registries and creating copies.

• Analysis of the processes of processing ledger 
users’ queries.

To carry out the analysis, mathematical models 
with message absorption have been developed, 
presented in works [13; 16–18]. Several models 
allowing to study network structures are presented 
in work [14].

In this case, the absorption of elementary 
messages (documents) implies their formation into 
the blocks to be recorded in the ledger.

In the models, each document corresponds to an 
elementary message, and the process of forming 
a block of documents corresponds to the creation of 
a  complex message (block) in systems with the 
absorption of elementary messages.

As a rule, the number of documents received for 
processing and storage is finite, therefore, as a node 
model, a  system with a  fixed composition of 
a  complex message (block of documents) and 
a limited number of places for elementary messages 
(documents) waiting in queue was considered.

When creating the models, it was assumed that 
N document streams, elementary messages (∞ > N 
≥ 1)  arrive at the node, and M blocks (complex 
messages) are formed from these messages. The rules 
for forming blocks on nodes are specified by the 

matrix ijm=M , where mij ≥ 0 is the number of 
documents of a  stream number j that are part of 
a block of type i (i = 1, 2,…, M; j = 1, 2,…, N) [19].

When forming the elements of the matrix M, it 
was assumed that the following conditions were met:

a) Documents of each stream can participate in 
the creation of blocks of only one type (sets of 
available documents are established for each employee 
and each department (unit) creates its own blocks and 
documents).

b) Each block includes at least one document.
There are possible options that are considered in 

mathematical models:
– The duration of a block formation is unlimited, 

and the formation ends when the required number of 
documents are received.

– The duration of block formation is limited.
– The number of documents in a block is a random 

value.
The loss of documents in the ledger is excluded 

by setting a sufficiently large number of places on the 
nodes for documents to wait for the formation of 
blocks in which they will be included.

Models for analysing options are presented in 
[13; 16–18; 20]. The models make it possible to 
additionally study the following options for the 
composition of the generated document blocks: 
a  block is formed from documents of only one 
type (stream), the number of which is specified; 
a  block is formed from documents of different 
streams, the number of documents of each stream 
is specified.

The use of mathematical models allows us to 
calculate the values ​​of the ledger’s characteristics that 
particularly include:

• Average duration of forming a  block of 
documents to be recorded in the ledger.

• Average waiting time for a  document to be 
recorded in the ledger.

• Average length of the documents’ queue.
• Average time of recording a block in the ledger 

(when calculating this characteristic, the absence of 
competition for recording in the ledger (blockchain) 
is considered and the recording occurs according to 
the order established for the administrators’ nodes).

The models allow us to vary parameters of the 
ledger (of the models, respectively) to find optimal or 
acceptable solutions in terms of the characteristic 
values. These parameters include:

• Block composition.
• Average duration of block formation.
• Acceptable length of the documents’ queue.
• Number of administration nodes for the local 

registry.
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Mathematical models of system analysis can be 
used to analyse the processes of creation and 
operation of a distributed ledger that operates without 
drawing the right to record the generated blocks 
(complex messages).

CONCLUSIONS
Distributed ledger technology and blockchain 

technology today occupy an important place in 
solving information security problems: ensuring 
integrity, protecting against data modification, access 
control, and data reconciliation.

A wide variety of practical applications where 
data is used requires the development and preliminary 
analysis of methods for creating data blocks for 
storage in the ledger, the structure and algorithms for 
the operation of distributed ledger nodes. To solve 
these problems, it is advisable to use mathematical 
modelling.

Data on the possible development and study of 
a  distributed ledger based on blockchain for an 
airport can be scaled for the case of an air transport 
system, for regional air transportation management 
systems.
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