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The article analyses the problem of synthesis of the systems 
of safe control of critical technological processes on the example 
of railway automation and remote control systems.

It is shown that modern control systems for complex 
distributed systems, such as a railway transport system, are not 
implemented with absolute safety. The safety of such systems 
is limited by considering only their own failures, external failures 
of control systems and their components, as well as failures of 
infrastructure objects that directly interact with control devices. 
Other infrastructure facilities are not considered in any way 
during automatic control and data transfer to on-board 
automation.

The objective of the article is to present theoretical concept of 
the synthesis of safe train traffic control systems, considering the 
capacity of equipping infrastructure facilities with highly reliable and 
safe means of technical diagnostics and monitoring.

A shown simplified structure of the central train traffic control 
centre considers the results of diagnosing and monitoring all the 
components of the transportation process.

The conditions for the synthesis of completely safe train traffic 
control systems are formulated along with the accompanying tasks. 

A comprehensive accounting of the parameters of railway 
infrastructure facilities and rolling stock will allow reaching a 
qualitatively higher level of train traffic safety.
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INTRODUCTION
A huge number of works of scientists, 

engineers and researchers are devoted to the 
issues of synthesis of safe control systems for 
critical technological processes, including train 
traffic control in railway transport [1–5] . At the 
same time, oddly enough, this task remains 
relevant .

With development of engineering and 
technology, there emerge the ways to improve 
safety performance and to consider the 
functioning and impact of adjacent objects and 
systems . However, to date, they have owned very 
limited character being aimed at improving 
«point» solutions . As an example, one can quote 
improving reliability and safety of the electrical 
interlocking system through the use of more 
reliable components and equipment . This is 
evidenced by numerous publications in this field, 
among which we might note the works [6–9] .

Improving safety of the train traffic control 
system can be achieved by implementing more 
advanced methods of self-diagnosis of the 
infrastructure complex through the use of 
external technical means for diagnosing and 
monitoring . It follows from fundamental works 
[2; 10] that, for example, in the synthesis of safe 
systems of railway automation and remote 
control (RARC), the technical condition of 
railway infrastructure facilities has still not been 
fully taken into account . The latter go through 
the procedure of test and functional diagnostics 
during operation, but the results there-of are not 
considered when implementing control 
algorithms . They are used only to organise 
procedures for periodic and unscheduled 
maintenance [11–13] . Moreover, even the 
automation devices themselves do not fully 
automatically transmit data on their technical 
condition to be considered in control processes 
[14; 15] . This is due, first, to the historically 
prevalent principles of building control systems 
in railway transport, to the established institute 
of standardisation, certification, and to safety 
evidence, as well as to the lack of techniques to 
account for data from technical diagnostic and 
monitoring systems (DMS) for automatic process 
control .

The task of synthesising a safe control system 
is solved by eliminating the influence of those 
events that lead to incorrect implementation of 
control algorithms and dangerous failures . Such 
failures not only affect the technological process 
in the form of its shutdowns, but create conditions 

for the occurrence of catastrophic disturbances, 
resulting in damage, accidents, and crashes . 
Therefore, in the synthesis of safe control 
systems, a whole range of measures is used to 
protect and parry dangerous failures: the use of 
controllable device structures, the use of self-
monitoring, self-checking and fault- tolerant logic 
circuits, the use of elements with an asymmetric 
failure characteristic, the use of redundant 
coding, the introduction of structural, 
informational and temporal redundancy, 
implementation of safe interface devices, etc . 
[1–5; 10; 16–20] .

The objective of this work is to present 
theoretical foundations for the synthesis of safe 
signalling and train traffic control systems on 
railways . In contrast to previous studies, it is 
proposed to consider not only safety of functioning 
of the very means of railway automation and 
remote control, but also of infrastructure and 
rolling stock that do not directly interact with 
them . Such accounting is possible through the use 
of diagnostic and monitoring systems, which, 
however, must be implemented according to well-
defined principles, be highly reliable, and provide 
information with a high predetermined reliability 
[21–23] .

RESULTS
1. Train Traffic Control System Safety

In the modern paradigm of organisation of 
train traffic, it can be argued that the technical 
means of ensuring movement of trains are 
partially separated from each other and for the 
most part are not directly related [5] . Thus, the 
RARC system is almost completely separated 
from catenary facilities, partly separated from 
the objects of the superstructure of the track and 
artificial structures, partly separated from the 
state of the rolling stock . For example, the event 
of a track geometry defect and track width 
violation (track buckle), while the integrity of 
the rail is maintained, will not affect the RARC 
system in any way: a permissive indication will 
be lit at the traffic light blocking the entrance to 
the track section with a track defect . Moreover, 
it is impossible to give a prohibiting indication 
in the RARC system even artificially in this case 
without violating the rules for operating 
automation equipment .

Thus, the reasoning about safety of devices 
and systems of the RARC becomes not entirely 
consistent in terms of safety of the transportation 
process in the absence of consideration for safety 
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Pic. 1. Conceptual organisational structure of train traffic control [performed by the authors].

control system to go to the set protective states. Pic. 1 shows the structure of the 
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2. Basic rules for the synthesis of a safe train traffic control system 
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systems play a role of regulatory technical means for transmitting reliable data to a 
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of the entire infrastructure facilities and the 
rolling stock . Many years of experience in the 
operation and development of RARC systems, 
as well as an analysis of the scientific and 
technical literature in this area have shown that, 
in fact, when considering the safety of RARC 
devices, one can speak of a certain property of 
a limited safety . Considered fully is internal 
safety and external safety is considered partially .

Definition 1 . Internal safety means a property 
of impossibility of the influence of malfunctions 
and errors in calculations on the execution of 
algorithms in terms of excluding the transition 
to dangerous states.

Definition 2 . External partial safety means 
a property of possibility of parrying only those 
external destabilising factors that can be fixed 
by the automation object.

The implementation of the RARC devices 
and systems in such a paradigm has made it 
possible to build safe control systems but has not 
allowed achieving absolute safety of train traffic, 
since the states of infrastructure and rolling stock 
are only partially taken into account in the 
controlling systems .

The technical object of the railway 
infrastructure and rolling stock is characterised 
by the following sets:
<X, Z, A, P, S>, (1)
where X is set of inputs; 

Z – set of outputs; 
A – set of implemented algorithms; 
P – set of operating parameters; 
S – set of states .
To build a completely safe automation 

system, it is required to solve the problem of 
obtaining information about the state of an object 
involved in the transportation process (or 
providing it) with a given validity D∈[0,1] . In 
practice, this value should be normalised and 
standardised . A safe control system should be 
implemented through the use of technical means 
of built-in testing and functional diagnostics . 
Testing and functional diagnostic procedures 
should be carried out automatically and at pre-
selected and scientifically substantiated control 
points and with pre-established and substantiated 
periods, implementing a specific monitoring 
strategy [21–23] .

When solving the problem of diagnosing and 
monitoring, some subset of each of the above 
sets X*⊆X, Z*⊆Z, A*⊆A, P*⊆P, S*⊆S can be 
controlled . This allows getting a certain subset 
of correct and incorrect states of each of the 

checked objects . For each of these objects, a set 
of correct states Sg and a set of incorrect states Sf 
are allocated: Sf: S = Sg∪Sf . Within the set Sf, it 
is possible to single out those SR states that are 
associated with a specific given risk for train 
traffic control: SR⊂Sf .

Statement . All SR states for each technical 
object must be recorded and transmitted to 
a single safe decision device to develop the 
proper reactions for switching to protective states 
for train traffic control and information messages 
for traffic participants and operation of objects 
under diagnostics.

Thus, separate diagnostic and monitoring 
systems of infrastructure objects, rolling stock and 
RARC should generate signals about reaching 
their SR states with a given validity D . They either 
directly (which is technically more difficult) or 
through a secure platform for analytics and 
decision making should transmit signals for the 
transportation process control system to go to the 
set protective states . Pic . 1 shows the structure of 
the interaction of railway transport objects .

2. Basic rules for the synthesis of a safe train 
traffic control system

The safety of the transportation process 
significantly depends on the safety of functioning 
of the RARC devices and systems [1–3] . In fact, 
RARC devices and systems play a role of 
regulatory technical means for transmitting 
reliable data to a driver . The traditional way of 
transmission is the use of traffic lights . Each 
colour signal indicates a specific action for 
a driver . The number of such signals is very 
limited, which also limits the gradations for 
actions .

In the process of functioning, any RARC 
device or the entire system can switch between 
a finite set of predetermined states . In this case, 
the model of an abstract finite- state automaton 
(finite- state machine) Z can be used as 
a mathematical model of RARC objects: 
Z = <Χ, S, Ω, s0, φ, ψ>,  (2)
where Χ is a set of input states corresponding to 
Boolean vectors generated at the inputs of the 
object x1, x2, …, xq; 

S – a set of finite- state machine states 
corresponding to Boolean vectors of internal 
variables y1, y2, …, yr; 

Ω – a set of output states of the finite- state 
automaton corresponding to Boolean vectors 
formed at the outputs of the object of internal 
variables z1, z2, …, zp; 
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s0 – initial state (s0∈S); 
φ: Χ×S → S – transition function that maps 

the set Χ×S to the set S; 
ψ: Χ×S → Ω – transition function that maps 

the set Χ×S to the set Ω .
When synthesising secure finite- state 

automaton, one can use the algebra of regular 
events [24] . In this case, the finite- state machine 
is considered as a converter of input words into 
output ones . An event E for a finite- state 
automaton is any set of input words . To describe 
the algorithm of the finite- state automaton, it is 
required to find an event that includes all allowed 
words: such words that are represented in the 
automaton . This is done using three operations: 
disjunction, product, and iteration of sets of 
events . If this is done using the three indicated 
operations, then the event E is regular . It is known 
[25] that any finite- state automaton is a regular 
event and vice versa, any regular event can be 
represented in a finite- state automaton .

Events in a finite- state automaton can 
implement correct transitions and incorrect ones, 
including dangerous ones that violate safety of 
the technological process implemented by the 
described object . The set of dangerous events 
will be denoted by Edang .

Failures in the device, which is described by 
the finite- state automaton under consideration, 
lead to false transitions of the finite- state 
automaton: instead of the state Si, the finite- state 
automaton goes into the state Sz (Si→Sz) . In fact, 
the original finite- state automaton is transformed, 
and regular events in it are already described by 
the expression [24]:

( )* ,k i z kE E E=  (3)

where Ei – all events (a set of words) that transfer 
the original finite- state automaton from the initial 
state to the state Si; 

Ez(k) – all events that transfer the finite- state 
automaton from state Si to states representing 
events Ek, where k is the number of a dangerous 
event .

Definition 3 . A finite- state automaton is safe 
if it excludes all false transitions associated with 
implementation of dangerous events, the 
probability of which must be taken into account.

In [10; 24], the following is defined .
Definition 4 . A false transition of a finite- state 

automaton is called dangerous if, when it occurs, 
for at least one k, the following condition is 
satisfied:

* .k dangE E∩ ≠ ∅  (4)
Pic. 2. A simplified algorithm for synthesising a safe finite-state 

automaton [performed by the authors]. 
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Definition 5 . A false transition of an 
automaton is called protective if, when it occurs, 
for all k, the following condition is satisfied:

* .k dangE E∩ = ∅  (5)

The introduced concept of a dangerous failure 
formed the basis of [24], where the theorem on 
the absence of dangerous failures in a finite- state 
automaton was proved .

Theorem 1 . There are no dangerous failures 
in the operation of a finite- state automaton if and 
only if for all false transitions Si→Sz and for all 
false events k the following condition is satisfied:

( ) ,
i zS S dangz kE E E→ ∩ = ∅  (6)

where 
i zS SE →  are events corresponding to false 

transitions of the finite- state automaton from the 
state Si to the state Sz .

The conditions introduced based on 
regular expressions allowed the authors to 
formulate algorithms for the synthesis of 
automata that exclude their transitions to 
dangerous states in case of any failures, the 
probability of which must be considered . To 
exclude dangerous failures in a automaton, it 
is sufficient to prohibit all dangerous false 
transitions .

A simplified algorithm for synthesising 
a safe finite- state automaton is shown in Pic . 2 . 
In it, the final stage supposes safe coding of 
the states of the finite- state automaton 
considering the graph of non-dangerous false 
transitions .

It should be emphasised that in this case, the 
finite- state automaton describing the operation 
of a certain device or a certain RARC system 
will be safe from the following positions:

1) From the standpoint of internal safety: 
failures and malfunctions will not lead to the 
transition to any of the risk states for train 
traffic SR .

2) From the standpoint of external safety: 
external destabilising factors will not lead to the 
transition to any of the states of risk for train 
traffic SR . 

However, in this case, the finite- state automaton 
will in no way consider SR states of those 
infrastructure and rolling stock objects that do not 
directly interact with this finite- state automaton . 
It’s just not defined in the Edang event sets . Thus, 
the finite- state automaton will be safe, but it will 
only be limitedly safe and will not be able to signal 
the transition to the protective state during one of 

the transitions to SR states of those infrastructure 
and rolling stock objects that do not directly 
interact with this finite automation occurs .

Definition 6 . A fully safe finite- state automaton 
of a train traffic control device or system will be 
a finite- state machine that is capable of 
transitioning to a set of protective states upon 
the occurrence of all given transitions to states 
with a specified level of risk of violation of train 
traffic safety for all infrastructure and rolling 
stock objects.

One more variable θ∈{0,1} should be added 
to the set of input actions of the finite- state 
automaton . The variable θ takes the value 1 if 
the safe solver detects the transition of one of the 
monitored objects, the state of which is associated 
with ensuring safety of the transportation 
process, to one of SR states . In other cases, it is 
equal to 0 .

In the described logic of the safe solver 
operation, the concept of a strict ban on movement 
is implemented: a virtual obstruction signal (red 
traffic light) . In this case, the transition is made 
to the single safe state already available for the 
finite-state automaton: ssafety∈S . The exit from 
this state is carried out with participation of 
a human .

However, during practical implementation, not 
a single signal θ, but a code vector <θ1 θ2 … θt > 
corresponding to one of the protected states with 
a given gradation, can be introduced into the 
finite- state automaton . For example, if it is 
required to transmit information about a decrease 
in speed of passage through the signalling 
system, then it is possible to adopt an analogue 
of three colours: «green», «yellow» and «red» 
ones . This will require two variables to encode . 
If it is required to transmit a gradation of speeds 
with a step of 10 km/h in the range from 0 to 
300 km/h, then it will be necessary to transmit 
30 protective states and, accordingly, five binary 
variables must be used .

In the general case, an initial introduction of 
2logt N=     (N is the number of protective states) 

variables for coding will be required . In addition, 
the conditions for exiting them without human 
intervention should also be specified . This task 
requires special study in the future .

Hence follows such a conclusion .
Theorem 2 . The finite- state automaton will 

be safe if: 
{ }1 2: , , ,..., ,

j

j
R dang dangS E E j n∀ ⊃ ∈   (7)
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where n – number of diagnostic and monitoring 
subsystems .

Following (7) and implementing diagnostic 
and monitoring systems in accordance with the 
requirements for safe systems, normalising the 
level of validity of recorded diagnostic events, 
we can proceed to implementat ion of 
transportation process control systems of a new, 
actually higher, level of safety .

CONCLUSION
Despite the tremendous progress in 

development of engineering and technology over 
the past century, control systems in many areas of 
industry and transport are not implemented in such 
a way that it can be said that they are completely 
safe . The limited safety property of control 
systems is due to various factors . On the one hand, 
it is due to the human factor, which does not 
exclude the possibility of introducing errors into 
the design documentation and errors during the 
installation of devices and testing during 
commissioning . On the other hand, it is due to the 
lack of an integrated approach when considering 
the process of synthesis of the control system for 
individual devices or subsystems without full 
consideration of all interacting objects . This is 
fully reflected in the example of RARC systems . 
They are limitedly safe, since they do not transmit 
to the driver data on permissible speeds for 
movement considering the state of infrastructure 
facilities . In this article, the emphasis is on solving 
this problem and it is proposed to synthesise train 
traffic control systems with close integration with 
the means of automatic monitoring of railway 
infrastructure facilities .

Solving the problem of synthesising 
a completely safe train traffic control system 
directly is currently impossible . This is due to 
the existing set of regulatory documentation, 
which excludes the use of diagnostic data from 
external systems directly for controlling . It is 
required to solve the main subtask: to create 
a methodology for the synthesis of technical 
diagnostics and monitoring systems that can be 
certified at any of the levels of functional safety 
[26] . Since the task is relatively new, it is 
advisable to move along the path of evolution of 
existing, not certified regarding functional safety, 
external diagnostic and monitoring systems, to 
systems of a new level of safety (DMS 0 (modern 
implementation, not certified regarding functional 
safety) → DMS 1 →  . . . → DMS 4, according to 
the number of safety integrity levels SIL 1  . . . 

SIL 4) . This will also require solving the 
following tasks:

• Identification of criteria of a dangerous 
failure of diagnostic and monitoring systems .

• Identification of functional requirements for 
the architecture, components and for the 
monitoring systems themselves .

• Application of the risk-focused approach to 
identify and rank diagnostic events according to 
the degree of impact on train traffic safety .

• Normalisation of validity of recorded 
events .

• Identification of ways to safely link solvers 
with control systems (these issues, for example, 
for RARC devices were considered earlier in 
[21–23]) .

Following the principles of integrated 
accounting of parameters of railway infrastructure 
facilities and rolling stock, it is possible to 
achieve a significant increase (and even a jump!) 
in the quality of train traffic safety . 
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