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ABSTRACT
The problem of quantitative analysis of safety 

of microelectronic and microprocessor systems 
of railway automation and telemechanics is 
considered. The problem remains relevant, since 
the subject of safety analysis is rarely occurring, 
but extremely dangerous events. The risk and 
significance of failure are selected as the main 
safety features of these systems. The way to 
identify a failure was chosen according to MIL-
STD‑1629A standard, as the most adequate. 
Calculated expressions for significance of a failure 
are proposed. The probability of a dangerous 
failure is calculated by the method of model 
analysis. It is proposed to calculate the probability 
of a failure further developing into an accident 

using scenario analysis methods by constructing 
event trees. Calculated ratios for ratings of 
violations are suggested, allowing to compare 
dangerous failures and emergency sequences 
developed from a failure. The risk assessment of 
operation of railway automation systems was 
selected not related to economic categories, and 
thus convenient for rationing. It is based on 
probabilistic concepts of the nature of risk and is 
calculated using the methods of probability 
theory. The developed design ratios and models 
make it possible to analyze performance of the 
functions of train traffic safety systems by 
methods common to control systems, at the same 
time reflecting the features of operation of railway 
automation.
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Successful development and implemen
tation of modern microelectronic and 
microprocessor railway automation and 

telemechanics systems (RATS) require 
quantitative analysis of their safety. This is due 
to the fact that in such systems, safety conditions 
of the transportation process are implemented 
by hardware and software tools. The applied 
element base has symmetrical failures, the 
intensity of which is much higher than the 
failure rate of electromagnetic relays of I class 
of reliability. In addition, the microelectronic 
e l e m e n t  b a s e  h a s  l o w  i m m u n i t y  t o 
electromagnetic interference and, at the same 
time, operates in a complex electromagnetic 
environment. Consequently, it becomes 
impossible to ensure safety of modern RATS 
through expert assessments, similar to systems 
built on relays of I class of reliability.

In the published monographs on railway 
automation [2–4], the most common methods 
of safety analysis are based on models and 
representations of the theory of reliability. The 
theory of reliability has now been widely 
developed, therefore, attempts to use it to solve 
new technical problems are natural. The 
authors of [5–7] follow this path of constructing 
a safety theory. In safety analysis methods from 
[2–4], the main value describing safety is the 
rate of failure. It is assumed that the failure flow 
is Poisson, and the failure rate is statistically 
stable. On the basis of this approach, in [8; 9] 
such safety indicators as mean time to failure, 
the time the system remains in a state of 
dangerous failure, and safety factor. It is fairly 
noted [10] that such methods of safety analysis 
do not take into account the fact that dangerous 
failures, accidents and crashes are rare and even 
unique events. It is also not considered that a 
combinat ion  o f  severa l  unfavorab le 
circumstances is required for development of 
a dangerous failure into an accident, which also 
occurs quite rarely. Reliable determination of 
intensity of dangerous failures is an independent 
problem.

In order to take into account rarity of 
accident events, in [11] it is proposed to 
consider sections of the probability density 
distribution laws of quantities characterizing 
dangerous failures, with large values of these 
quantities and low probabilities of their 
occurrence. However, with this approach, the 
problem arises of determining the parameters 
and characteristics of distribution laws either 

from theoretical considerations or from 
experience data.

Consequently, development of methods for 
analyzing safety of RATS is a major scientific 
and technical problem, an exhaustive solution 
of which has not yet been obtained. Accordingly, 
the objective of this work is further development 
of methods for analyzing safety of RATS.

Results.
To achieve the stated objective, it is required, 

first of all, to introduce the basic values that 
characterize the safety property of RATS. In 
[12] it is indicated that such values in the theory 
of safety of control systems for responsible 
technological processes are associated with risk 
and significance of a failure. General methods 
for determining these values are also presented 
there. With regard to RATS, based on [12], the 
below described modification of such methods 
for quantitative calculations of significance of 
a failure and a risk, as well as methods for rating 
analysis of safety violations and risk regulation, 
can be proposed.

The most adequate definition of significance 
of a failure C is given in the methodology of 
MIL-STD‑1629A standard. Although this 
standard has been officially canceled and 
replaced by MIL-STD‑2070 standard, its 
methods and models continue to be widely used 
in safety analysis of critical technical systems, 
in particular, regarding aircrafts [1; 12; 13]. In 
these standards, significance of a failure is 
defined as the probability of an initial dangerous 
failure developing into an emergency:
C = P(I

0
)•P(E/I

0
),	  (1)

where P(I
0
) is probability of a failure;

P(E/I
0
) is probability of a dangerous failure 

developing into an emergency.
This definition takes into account that not 

every dangerous failure entails an emergency; 
for development of an emergency, a combination 
of several unfavourable circumstances must 
occur. This confluence is rare. Consequently, 
the above definition of significance of a failure 
eliminates the aforementioned drawback of 
existing methods of safety analysis.

The significance of a failure has the 
mathematical meaning of probability of an 
emergency due to a given dangerous failure, 
therefore, its regulation should be carried out 
in accordance with GOST R MEC61508-2-
2012 standard, which establishes SIL levels and 
the corresponding values of probabilities of a 
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dangerous failure of a safety function. In 
particular, the safety level of SIL 4 has been set 
for railway automation systems in accordance 
with GOST 33894-2016.

The probability of a dangerous failure based 
on [14] is determined according to the formula
P(I

0
) = P

hw
(T
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) P
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 (T
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 (T

mi
) P

emd
 (T

mi
),	 (2)

where P
hw

 is probability that time t from the 
moment the train enters the route until the 
moment when RATS equipment fails is not less 
than the time the train stays on the route;

P
sw

 is probability that time t from the 
moment the train enters the route until the 
moment of failure of the software and 
mathematical support of RATS is not less than 
the time the train stays on the route;

P
op

 is probability that the time t from the 
moment the train enters the route until the 
moment of failure of RATS operator is not less 
than the time the train stays on the route;

P
emd

 is probability that the time t from the 
moment the train enters the route until the 
moment when RATS equipment fails under the 
influence of electromagnetic interference is not 
less than the time the train stays on the route;

T
mi

 is time of train staying on the route, s.
The probabilities P

hw
, P

sw
, P

op
 are calculated 

according to the formulas:
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where λ is intensity of failures 1/s;
ν is coefficient that takes into account 

parrying of a dangerous failure by self-control 
devices [14];

a is coefficient taking into account software 
stay in a passive state;

m
0
 is the number of possible failures.

The characteristics of electromagnetic 
interference affecting RATS are of a proba
bilistic nature [15]. Experimental studies of 
laws of probability density distribution of 
characteristics of electromagnetic interference 
have been repeatedly undertaken [15; 16]. 
Therefore, it is rational to calculate the 
probability of a failure of RATS equipment 
under the influence of electromagnetic 
interference on the basis of the well-known 
«load–stability» model [15]:

( ) ( )
∞

= ∫
0

emd N RP f U F U dU , 	 (6)

where U is interference voltage, V;
f

N
(U) is probability density function of the 

interference level distribution;
F

R
(U) is function of the probability of the 

interference immunity level of RATS 
equipment.
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The probability of a dangerous failure 
developing into an accident is determined by 
analyzing the trees of events of emergency 
sequences according to [12; 17]. Also, the 
problem of calculating the probability of a 
dangerous failure developing into an accident 
is solved in [18; 19]. Thus, when calculating 
the probability of a dangerous failure 
developing into an accident, scenario analysis 
is carried out, and specific ways of accident 
emergence are considered. When calculating 
the probability of a dangerous failure, a 
model analysis of a dangerous failure is 
carried out on the basis of models to calculate 
the probability of failures caused by various 
reasons. These stages of safety analysis of 
control systems of critical technological 
processes, including RATS, are mandatory 
[11].

For a comparative analysis of safety 
violations, the concepts of ratings of violations 
are introduced [12].

The rating 
=

= ∑
1

L

l
l

R Q  reflects the probability 

of a given dangerous failure development for 
all L emergency sequences.

The maximum rating R
max

 = max(Q
l
) reflects 

the probability of the most probable emergency 
sequence for a given dangerous failure.

The average rating R
mdl

 = R/L reflects the 
probability of development of all possible 
emergency sequences for this dangerous failure.

The final stage in analysis of safety of 
control systems for critical technological 
processes, including RATS, is assessment of 
the operating risk. When assessing risk, it is 
desirable not to use economic categories and 
«political» considerations [20], but to obtain a 
numerical estimate that is convenient for 
rationing. Such an estimate was proposed in 
[21] and is carried out according to the formula:

ρ =
−

1
1

1
mlfP

,	  (7)

where P
mlf

 is probability of equipment failure.
Since the significance of a failure has the 

mathematical meaning of the probability of an 
emergency due to a given dangerous failure, in 
relation to safety analysis method considered in 
the article, expression (7) is transformed into:

ρ =
−

1
1

1
C

, 	 (8)

where С is significance of a failure.

In [21], the boundary values of risk are 
substantiated, which determine the areas of 
normal and emergency operation of the 
technical system and make it possible to 
normalize the risk values during operation of 
RATS:

•	0 < ρ < 1 – ​limited safety;
•	ρ = 1 – ​critical state, presence of failures;
•	ρ > 1  – ​dangerous state, threat of an 

accident;
•	ρ >> 1 – ​transcendental state, threat of a 

catastrophe.

Conclusions.
So, the article formulates a method for 

analyzing safety of RATS, the ratios for 
calculating the values that characterize safety 
of RATS are described, a scenario and model 
analysis of safety of RATS are also suggested.

The distinctive features of the proposed 
method are:

1. The main initiating events that can lead 
to defects in train operation, accidents, 
crashes are considered: hardware failures due 
to limited reliability of the element base, 
errors in software and mathematical support, 
operator errors, exposure to electromagnetic 
interference.

2. The non-additivity of factors influencing 
the dangerous failure, criticality of the 
combination of factors and other aspects of 
development of a dangerous failure into an 
emergency situation are considered.

3. Development of an emergency is 
characterized by parameters that can be easily 
determined in operational practice. The 
general flow of dangerous failures and the 
probability density distribution in the region of 
distribution tails are not used since their 
assessment is complicated by rarity of the 
corresponding events.

4. Safety and risk indicators allow to carry 
out standardization without involving economic 
categories, to reasonably compare emergency 
sequences in terms of safety, considering the 
most probable, probable and average. Possible 
initiating events and paths of transition to an 
accident and a possible final event are also 
taken into account.

5. Rarity and even uniqueness of the 
emergency does not affect the choice of 
mathematical description; emergency 
situations are taken into account in the event 
tree.
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6. The method of analysis is used, which is 
common for control systems of responsible 
technological processes, scenario and model 
risk analysis is carried out, which is necessary 
for all technical systems.

7. The probabilities of initiating events are 
calculated according to well-tested methods of 
the theory of reliability, characteristics of 
emergency situations are calculated with the 
specific adequate methods of safety theory.

8. The principle of decision making on the 
basis of facts is implemented [10].

It is obvious that all the advantages of the 
method proposed in the article and the 
difficulties of safety analysis solved by it are 
directly applied to the issues of operation of 
RATS, ensuring functional safety of these 
systems. At the same time, further development 
of the theory of RATS is carried out based on 
the already achieved level [14; 17].

Therefore, it is permissible to conclude that 
the results of this article can be used to prove 
safety of modern microprocessor and 
microelectronic RATS, which is an urgent 
scientific and practical task and a necessary 
stage in development and implementation of 
such systems.
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