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ABSTRACT
In the context of transition to an intensive and
innovative type of economic development, stable
functioning of the transport system is a guarantee
of economic growth and maintaining the country’s
economic security.
The objective of the work is to develop
recommendations on ensuring economic security
of the transport system based on digitalization. The
main research method is an updated indicator
method.
The author has analyzed the dynamics of
indicators of economic security conditions for the
period 2000–2019 and concluded that it is
currently not exposed to threat. Nevertheless,
some indicators tend to decrease, which indicates
a possible threat to economic security in the future.
The development of the transport system,
which leads to an increase in quality of the services
provided and a decrease in transportation costs,
provides the transport component of national
economic security. Constraints that reduce the

efficiency of transport act as sectorial threats to
economic security.
It is proved that for development of the
transport system and prevention of threats to
economic security, it is necessary to use the
opportunities provided by the digitalization.
Digitalization should be carried out by creating
a single digital space in which subjects and objects
of the transport system will interact. It is determined
that the public transport regulatory authority has
created serious prerequisites for digitalization.
Thanks to digitalization, it is possible to reduce
costs, increase labor productivity, reliability, and
security, obtain grown quality and accessibility of
transport services, expand their range, increase
openness and transparency of the transport
services market. The transition to a qualitatively
new level of development of the transport system
will contribute to the growth of indicators of the
economic security conditions.
This digital space should be based on the
digital platform of the transport system, which will
ensure its regulation and coordination.
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Background. Ensuring the economic
security of the transport system is one of the
most important priorities of the state transport
policy, as it is a condition for reliable economic
security at all levels and a condition for effective
development of the socio-economic system.
According to some researchers, economic
security means progressive development of the
economic system that is resistant to external
and internal threats through conversion of
negative environmental conditions, causes and
grounds for possible damage into growth factors
that can guarantee protection of the national
state interests and ensure social orientation of
the policy while maintaining the internal
potential of the state [1].
The transport system should be capable of
fulfilling its main function within the framework
of the socio-economic system which is full
satisfaction of the needs for transportation of
goods and passengers followed by increasing
quality of transport services. It should fulfill its
main function, provided that it remains highly
competitive in the transport services markets,
ensuring full economic and financial conditions
for current activities and strategic development.
The entire organization of transport production
and management must ensure a high level of
productivity and resource efficiency, starting
with labor resources and ending with financial
resources [2].
The mechanism for managing economic
security in the transport industry should be
based on comprehensive assessment of trends
in development of economic processes in the
industry, identification of threats to economic
security, monitoring the actual values of
selected indicators and their threshold values.
Based on the monitoring results, proposals are
developed for strategic development of the
industry, i.e. improving its economic security

and measures to neutralize existing threats to
economic security [3].
The objective of the work is to study the
current state of economic security of the
transport system and develop recommendations
for its strengthening based on digitalization.
Research methods. The main research
method is an updated indicator method, based
on a comparison of achieved values of security
indicators and indicators with their threshold
values. General scientific methods were also
used in the study.
The empirical base of the research is
constituted by the data of Rosstat [Federal State
Statistics Service], the Ministry of Transport,
the Analytical Center under the Government
of the Russian Federation, the Higher School
of Economics (Research University), consulting
companies, and Internet sources.
Results.
The indicators selected for monitoring the
economic security of transport should
characterize the most important aspects of the
country’s provision with transportation services
and have high information availability. These
indicators include:
• transportation of goods;
• cargo turnover;
• passenger transportation;
• passenger turnover of public transport.
Forecasted values of these indicators are set
in the Transport Strategy of the Russian
Federation (Table 1).
According to the basic scenario (Table 1),
the total volume of cargo transportation by
public transport will increase from 12,07 billion
tons in 2007 to 17,1 billion tons in 2030
(by 41 %), cargo turnover will grow from 2,48
trillion tonne-k ilometre up to 3,8 trillion
tonne-kilometre (by 54 %).
Table 1

Forecast of cargo transportation and cargo turnover according to the basic option
of development of the transport system of Russia until 2030
2007

2015

2018

2030

Cargo transportation, mln t*

12164,4

11973,3

13083,6

17148,2

Cargo turnover, bln tonne-kilometre*

2483,1

2880,4

3120,7

3822,2

Passenger transportation by public transport, mln people

25305

22755,5

23827,4

28200,1

Passenger turnover of public transport, bln passenger-kilometre

491,8

566,9

627,3

852,4

* without considering pipeline transport. Compiled according to the data, set in the Transport Strategy of the Russian
Federation [4].
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mainly by road. According to the Federal State Statistics Service, in 2017 it
accounted for 67 % of the total transportation volume. In second place is railway
transport (17 %), in third – pipeline (14 %) [8].
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The volume of passenger transportation by
public transport according to the basic scenario
(Table 1) will increase from 25,3 billion
passengers in 2007 to 28,2 billion passengers
(+11 %), passenger turnover will grow from
491,8 to 852,4 billion passenger-kilometre
(+73 %).
These indicators are the same for all modes
of transport. They are used in solving the
problems of planning, coordination and
interaction of transport sectors and accounting
at the regional and state levels [5].
The calculation of these parameters is made
as follows.
Cargo transportation (volume of cargo
transportation) is number of goods in tons,
transported by transport.
The volume of cargo transportation is
calculated according to the following formula:
∑ Pn = P1 + P2 + ... + Pn ,
where Pn is amount of cargo in tons sent or
transported from 1, 2, …, n points of the
transport network for a certain period of time
[6, p. 27].
The initial moment of the process of
transportation of goods is reflected by the
indicator «sent (or departure of) goods», the
final moment by the indicator «arrived (arrival
of) goods». For all modes of transport, except
road, the volume of transported goods is shown
at the time of departure. In road transport, the
account of transported goods is carried out at
the time of arrival.
Cargo turnover is volume of work of
transport for transportation of goods. The unit
of measure is ton-kilometer. It is calculated
by summing the products of the mass of goods

transported in tons to transportation distance
in kilometers:
P1 • L1 + P2 • L2 + ... + Pn • Ln ,
∑ Pn • L=
n
where P1,2, …, n is amount of cargo in tons, sent
or transported from 1, 2, …, n point of the
transport network for a certain period of time;
L1,2,…, n is distance of cargo transportation
[6, p. 27].
Passenger transportation is number of
passengers, transported for a certain period.
The unit of observation in passenger traffic
statistics is passenger travel. This indicator is
calculated by the following formula:

∑A

n

= A1 + A2 + ... + An ,

where An is number of passengers transported
for a certain period of time.
Passenger turnover characterizes transporta
tion of passengers, taking into account the
distances to which passengers are transported.
The unit of measure is passenger-kilometre. It
is determined by summing up the products of
the number of passengers for each transportation
item over the transportation distance:

∑A

n

•L
=
A1 • L1 + A2 • L2 + ... + An • Ln ,
n

where A1, 2, …, n is number of passengers transpor
ted;
L1, 2, …, n is distance (range) of passenger
transportation.
The selected indicators relate to stimulant
indicators, since their growth leads to an
increase in the level of economic security.
Entering the range of acceptable values of
indicators is interpreted as a decrease in the
likelihood of a threat to economic security. A
decrease in the indicator followed by going
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and lower (subtracted from the mean) limit of the range of acceptable values index).
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A graphical interpretation of the calculation results is presented in Pic. 2.
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beyond the lower limit of the range indicates a
threat to economic security. The fact that the
indicator is outside the upper limit of the range
indicates the absence of a threat to economic
security at the current time [7].
The range of acceptable values of each
indicator of the state of economic security is
calculated on the basis of available statistical
information, after which its upper and lower
boundaries are evaluated.
Cargo transportation in Russia, as can be
seen from Pic. 1 are carried out mainly by road.
According to the Federal State Statistics
Service, in 2017 it accounted for 67 % of the
total transportation volume. In second place is
railway transport (17 %), in third – pipeline
(14 %) [8].
As Pic. 1 shows, in 2009 there was a sharp
decline in the volume of cargo transportation by
all modes of transport, except sea. In 2013, there
was the second, less noticeable decline, caused
by the growing economic crisis. Cargo
transportation was negatively affected, that
caused a sharp decrease in investments, exports,
industrial and agricultural production [9].
The volume of road transportation over the
past eight years has been recovering slowly. The
rapid growth in railway and pipeline transpor
tation in 2010 gave way to stagnation. The main
reason for these dynamics in the volume of
cargo transportation is a slowdown in economic
growth.
To verify the adequacy of the calculations
for determining the ranges of acceptable values
of indicators of the state of economic security,
such descriptive statistics parameters are used
as the average value of the indicator for the
entire analyzed period (calculated as the
arithmetic average for the entire observation
period), the median value (the middle of the
sample of numbers, when half of the values are

greater than this numbers, and the other half is
less), standard deviation (is the basic calculated
number when determining the upper one (it is
added to the mean) and lower (subtracted from
the mean) limit of the range of acceptable
values index).
A graphical interpretation of the calculation
results is presented in Pic. 2.
In Pic. 2, a solid line represents the actual
values of the indicator for the period 2000–
2017. A thin line shows the trend line, which
shows the likely behavior of the analyzed
indicator in the future until 2030.
Vertical segments indicate the boundaries
of the range of permissible values of the
indicator, determined on the basis of the results
of descriptive statistics. The minimum and
maximum values of the indicator «Value for the
observation period» are indicated.
It should be noted that the actual value of
the indicator in 2009 was outside the range of
acceptable values, which indicates a threat to
the economic security of the country, since it
is associated with the financial and economic
crisis of 2008–2010. Now the indicator is
within the range of acceptable values, which
indicates the absence of a threat to economic
security at the current time.
Thus, the main recommendation regarding
monitoring the indicator «Cargo transportation
by all means of transport, mln tons» is the need
to monitor its dynamics in order to timely
record the fact that the threat to economic
security is growing as the actual values approach
the lower limit of the range of acceptable values.
Most of cargo turnover and passenger
turnover falls on railway transport.
The dominant position of railway transport
in cargo turnover with its relatively low share
in cargo transportation is explained by the fact
that public railway transport is mainly operated
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In Pic. 3, a solid line represents the actual values of cargo turnover for the
period 2000–2017. A thin line shows the trend line, which shows the likely behavior
of the analyzed indicator in the future until 2030.
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monitoring the indicator «Cargo turnover for
The number of passengers for the period
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the need to monitor its dynamics in order to trend. In 2005, a sharp decline in this indicator
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Over the past few years, the indicator has been decreasing and has already
approached the lower limit of the range, which indicates an increase in the likelihood
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Table 2

304 Intensity of the use of digital technologies in 2016 (specific weight of organizations, using digital
technologies, in the total number of organizations, percentage)

Internet access
Broadband Internet access
«Cloud» services
ERP‑systems
Presence of a web-site
Technologies of electronic exchange of data between own and external
information systems
Systems of electronic document turnover
Software tools to carry out financial calculations in electronic form
Software tools to manage automated production and/or separate
technological processes

Entrepreneurial
sector – total
85,7
80,5
20,5
17,3
43,4
61,6

Transport
77,6
72,8
16,5
14,4
31,8
52,4

62,3
55,4
20,9

60,8
51,6
28,0

Compiled according to the data of NRU HSE [12].

Table 3
Indicators of introduction of digital technologies in the transport system
Indicator
Share of cargo, tracking of whose transportation along the territory of the Russian Federation
is carried out in electronic form according to current normative-legal acts (in the sphere of
cargo transportation), %
Share of electronic tickets, available for formation in «single order» mode (in the sphere of
passenger transportation), %
Range of inland waterways, equipped with the tools of automated navigation support of ships
(«e-Navigation»), km
Share of systems of the transport system, using unmanned technologies and artificial
intelligence technologies, %

2018
0

2019 (plan)
3

0,01

2

200

200

–

5

Compiled according to the data of the Ministry of Transport [13].

the fact of increasing the likelihood of a threat
to economic security as it falls into the range
of acceptable values.
Thus, the financial and economic crisis of
2008–2010 had a strong negative impact on the
transport security of economic security. The
beginning of economic growth contributed to the
increase of key indicators. Currently, all indicators
are within or even above the permissible range,
which indicates the absence of a threat to
economic security. Nevertheless, some indicators
tend to decrease, which indicates a possible threat
to economic security in the future.
Positive changes in the country’s economy
require an adequate development of the
transport system, which implies availability and
high quality of the services provided, reducing
the cost of transporting passengers and goods.
The solution to these problems provides the
transport component of national economic
security [11].
Limitations that reduce the efficiency of
transport functioning act as industry threats to
economic security. Among the main threats in

the field of transportation activities is a decrease
in efficiency of organization and management
of the transportation process due to insufficient
implementation of elements of a dominant
technological structure, primarily modern
information technologies [11].
The digitalization level of Russian transport
is lower than the digitalization level of other
sectors of the economy (manufacturing, etc.)
and lower than the average level in the business
sector (Table 2).
Russian companies are not sufficiently
using the capabilities of digital technology. The
share of transport system organizations using
various types of digital technologies should aim
at 100 %. In fact, it is much lower (Table 2).
The indicators of introduction of digital
technologies in the transport system, established
by the Ministry of Transport of the Russian
Federation as indicators of digital transforma
tion of the transport system, were at a minimum
level in 2018 (Table 3).
The transport system refers to areas where
digitalization will drastically reduce existing

• WORLD OF TRANSPORT AND TRANSPORTATION, Vol. 17, Iss. 6, pp. 286–308 (2019)
Semenov, Maxim A. Improving the Mechanisms to Ensure Economic Security of the Transport System

areas of inefficiency, say experts of Boston
Consulting Group [14].
So, railway transportation in Russia today
is characterized by a number of pain points.
The common for sectors B2B and B2C are:
• lack or limited functionality of digital
channels for interaction between carriers,
shippers and passengers;
• limited ability to forecast demand for
cargo and passenger transportation;
• low efficiency and high cost of repairs,
lack of repairs as they are.
In the sphere B2B: limited access to cargo
transportation for small and medium business,
mainly due to lack of digital channels of
interaction.
In B2C sphere: need to improve client
experience:
• improving convenience of multimodal
transportation, including not only the
possibility of route planning, but also purchase
of tickets «door to door»;
• providing access to communications
during transportation;
• simplifying the system of booking tickets
via web-sites and mobile applications [15].
Digitalization provides solutions to all these
issues.
The issue of modernization of the transport
sector occupies quite serious positions in many
foreign strategies for development of the digital
economy [16].
International experience shows that
standardization of information exchange,
introduction of electronic transport and
logistics documents and digital platforms of
transport and logistics activities can significantly
reduce time for execution of transportation
documents and the cost of their implementation.
Thus, introduction of a digital platform for
transportation and transport management
allowed AGCO Corporation, one of the world’s
largest producers and distributors of agricultural
machinery and agricultural equipment, to
reduce transportation costs by 25 %, while
increasing the timeliness of cargo delivery by
10 % [18].
Carrefour SA, the largest retailer in Europe,
due to introduction of a warehouse management
system (WMS) from Generix Group company
was able to reduce transportation costs for
transportation of goods from small suppliers by
40 %, and the cost of processing goods in
warehouses by 30 % [19].

A significant role in development of
transport can be played by digital technologies
that provide the least capital-i ntensive
infrastructure improvements and improve
quality of transport services. The concept of
transporting passengers and cargo is radically
transformed by the technology of unmanned
vehicles. Rosavtodor is currently implementing
the «Caravan» project, during which it is
planned to equip federal roads entering
international transport corridors by 2035 with
infrastructure for using unmanned vehicles
[20].
Finally, over the next decade, fundamentally
new types of linear transport infrastructure,
such as hyperloops, may appear in the world.
In terms of information systems of the state
regulator of the transport system, serious
prerequisites for digitalization have been
created. A lot of work has been done at the
Ministry of Transport of the Russian
Federation to consolidate information systems
and resources of state bodies of the transport
system, to introduce certain modern
information technologies and world practices
in the field of digitalization. The Ministry has
created and successfully operates large federal
state information systems: the Unified State
Information System for Transport Security
( E G I S O T B ) , t h e S t a t e A u t om a t e d
Information System «ERA-GLONASS», the
information-a nalytical system of the state
regulator of the automated control system of
ACS TK, the «Platon» system. These systems
create serious prerequisites for digitalizing the
activities of the state regulator; they are
already practically introducing separate digital
technologies.
Digitalization of transport and logistics
activities allows to switch to an innovative
option for development of the transport system
and provide solutions to the following problems:
• creation of fundamentally new solutions
and services that are impossible without
modern information and communication
technologies;
• development of a competitive transport
services market, increasing its openness and
transparency;
• expanding the range and improving
quality of transport services through the use of
modern transport, logistics and information
and telecommunication technologies,
development of new forms of organization of

• WORLD OF TRANSPORT AND TRANSPORTATION, Vol. 17, Iss. 6, pp. 286–308 (2019)
Semenov, Maxim A. Improving the Mechanisms to Ensure Economic Security of the Transport System

305

Digitalization of the transport complex

306

Possible threats

Possibilities
●

growth of economic efficiency of transportation;

●

growth of labor productivity;

●

creation of new services and increase of service

● dependence on foreign
technologies;
● monopolization of digital
infrastructure;

quality;
●
●

● Insufficient control over

increase in availability of transport services and
amount of cargo and passenger transportation;

actions of digital

increase in transparency and competitiveness of

platforms;
● breach of confidential

transport services market;
●

data;

optimization of logistics operations and cost

● cybercrimes.

reductions;
●

increase in infrastructure load;

●

increase in reliability and safety of transportation;

●

improvement of transport infrastructure;

●

growth of quality of management decisions;

●

increase in efficiency of regulation of transport
services market.
Pic. 7. Possibilities and threats of digitalization of the transport system.

the transport process and interaction between
modes of transport;
• increasing economic efficiency at all
levels and labor productivity;
• cost reduction in logistics supply chains,
including multimodal transportation and on
international transport corridors passing
through the territory of the Russian Federation;
• increased loading of transport
infrastructure, including loading of interna
tional transport corridors of the Russian
Federation;
• increasing availability of transport
services for business and the population;
• ensuring the reliability and safety of
functioning of the transport system, including
on the basis of increasing the level of
intellectualization of infrastructure by creating
and developing intelligent transport systems,
smart roads, transport hubs, etc.;
• creation and application of effective
mechanisms for monitoring transport
processes, managing the functioning and
development of transport.
The transition to a qualitatively new level
of development of the transport system will
contribute to an increase in the volume of
transportation of goods and passengers,
indicators of cargo turnover and passenger
turnover.

At the same time, digitalization carries with
it new risks that should be predicted and
minimized.
The possibilities and possible threats of
digitalization of the transport system are shown
in Pic. 7.
It should be noted that the positive aspects
of digitalization outweigh all the threats and
losses that are possible with the most negative
scenarios for implementation of these threats.
In 2018, within the framework of the state
program for development of transport, the
Ministry of Transport prepared a departmental
project «Digital Transport and Logistics». One
of the main objectives of the project is creation
and development of a single multimodal digital
transport and logistics space in Russia *.
At the end of 2018, the Ministry of Transport
came up with a proposal to create a digital
platform for the transport system (DPTC). This
platform will be based on domestic solutions
and software. The industrial operation of
DPTC is planned to begin in 2024 **.
Due to creation of a single trusted digital
space of the transport system, availability and
quality of transport services will increase, speed
and quality of management decisions will
increase, costs will be reduced, and transporta
*

See, e.g. http://government.ru/news/38653/.
See, e.g. https://www.mintrans.gov.ru/documents/8/10143.

**
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information interaction between participants,
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platform for through
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of thewill
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transport system
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2) Transforming
passenger
transportation
technological
the interests ofof
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of the transport
system.
It
interaction between them are presented in Pic. 8. through introduction of digital technology and
will provide mechanisms for public administration and coordination of transport and
In a generalized
form, the digital space of platform solutions.
technologies
of the digital economy,
as well
as
3) Transforming
transport
infrastructure
the transportlogistics
systemactivities
consistsusing
of DPTC,
whichand means
is the core that defines the standards and rules management through introduction of digital
of the transport system, and of application technologies and platform solutions.
platforms.
4) Ensuring coordination and interaction
The digitalization of state functions and of digital platform solutions of the transport
tasks should be provided by the state segment, system, their integration into the global
the production processes of transport and transport space and realization of the country’s
logistics activities – by the business segment.
transit potential through introduction of digital
The key elements of the business segment technologies.
will be applied digital platforms, such as, for
5) Improving safety, reliability and stability
example, a digital platform for organizing of the transport system and its information
railway cargo transportation.
infrastructure.
DPTC will become the basis of the state
The implementation of these areas will lead
segment and will implement technological to an increase in the main indicators of the state
tasks in the interests of digital transformation of economic security of the transport system:
of the transport system. It will provide transportation of goods and passengers, cargo,
mechanisms for public administration and and passenger turnover.
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Conclusions. As the analysis of the main

308 indicators of the state of transport support of

economic security showed, at present there is
no threat to economic security. Nevertheless,
some indicators have negative dynamics, which
indicates a possible threat to economic security
in the future.
The most important strategic factors for
enhancing economic security and developing
the transport sector of Russia in the long term
are increasing the availability and quality of
transport services, reducing costs, improving
transportation safety and increasing the
competitiveness of the domestic transport
system in the world market.
The most important condition for
development of the transport system and
strengthening of economic security is
digitalization. On the one hand, digitalization
provides a wide range of opportunities for
obtaining an economic effect; on the other
hand, it creates security threats that must be
predicted and minimized.
Further implementation of the course on
digitalization of the transport system of Russia
should be carried out by creating a single digital
space in which the subjects and objects of the
transport system will interact. The basis of this
digital space should be the digital platform of
the transport system, which will ensure its
regulation and coordination.
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