PREVENTION OF ACTS OF UNLAWFUL INTERFERENCE AT INFRASTRUCTURE

FACILITIES

Shvetsova, Svetlana V., Far Eastern State Transport University (FESTU), Khabarovsk, Russia.
Shvetsov, Alexey V., Khabarovsk branch of ZashchitalnfoTrans, Khabarovsk, Russia.
Balalaev, Alexander S. — Far Eastern State Transport University (FESTU), Khabarovsk, Russia.

ABSTRACT

Threats of committing acts of unlawful
interference with transport urgently require
scientifically based measures aimed atimproving the
level of security of infrastructure facilities. As one of
these measures, the authors developed a method
for assessing the risk of unlawful interference using

the method of expert assessments and the coefficient
of concordance proposed by Kendall. The proposed
methodology will make it possible to more effectively
plan measures to increase security of transport
infrastructure facilities against acts of unlawful
interference, including the threat of terrorism with
the use of explosive devices.
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Background. One of the most important tasks in
the transport sector remains invariably ensuring security
at transport infrastructure facilities in order to protect
them against acts of unlawful interference.

The act of unlawful interference is «an unlawful act
(inaction), including a terrorist act that threatens the safe
operation of the transport complex, entailed harm to
human life and health, material damage, or created the
threat of such consequences» [1].

As an example of an act of unlawful interference
perpetrated at a transport infrastructure object, an
incident characteristic of the active phase of terrorism
can be cited. «On the evening of November 27, 2010,
the fast train No. 66 «Nevsky Express» on the route
Moscow-St. Petersburg crashed on Oktyabrskaya
railway near the settlement of Erzovka, about 1 km from
the administrative border of Novgorod and Tver regions.
According to the Federal Security Service of the Russian
Federation, the cause of the crash was the explosion of
a homemade device with a capacity of 7 kg in TNT
equivalent. As a result of the explosion, which occurred
under the locomotive, the last three cars of the train
derailed. In the crash 28 people died, more than 90 were
injured» [2].

Acts of unlawful interference at transport facilities
are a problem not only in Russia. Thus, on January 18,
1961, the «Strasbourg—Paris» express train crashed in
France. The catastrophe was caused by the explosion
of a device laid on the railway by representatives of the
OAS terrorist group. 28 people died and about 100 were
injured. [3] Many studies published in the last decade
[4—-15] are devoted to the study of such accidents.

The threat of committing of new acts of unlawful
interference at transport facilities urgently requires
development of evidence-based measures aimed at
improving security of transport infrastructure. One of
these measures, we believe, can be the methodology
for assessing the risk of acts of unlawful interference
created by us.

Objective. The objective of the authors is to
consider a new method of risk assessment of acts of
unlawful interference at infrastructure facilities.

Methods. The authors use general scientific and
engineering methods, comparative analysis, evaluation
approach, mathematical methods.

Results. The method involves the use of the method
of expert assessments. This requires an expert group
ofat least seven professionals, professionally trained in
matters of transport safety and security.

The risk of an act of unlawful interference at a
transport infrastructure facility is calculated by experts
using the formula:

R = 1 - Pprevention’ ( 7)
where R — risk of an act of unlawful interference;

e probability of preygntlng an act by the
security forces deployed at a facility.

Inturn P is determined by the dependence:
- Pdetect) .( 1-P

prevention
prevention/ 4’ (2)
where P, . .— probability of refusal of the offender to

commit the act;

P et — Probability of detecting the offender when

he intrudes the facility;
revention ~ PTODability that the security forces will
prevent the commission of the act.

The probability of prevention of the commission of
an act will be a function of personnel readiness to act in
extreme situations. The probability of detecting an
offender when he intrudes the object is a function of
adequacy of equipping infrastructure facilities with
engineering and technical security protection systems
and the ability of personnel to operate them correctly.
The probability of the offender’s refusal to commit an
act is a reflection of the threat function to be detected
when entering an object, which is the higher, the more
security and tracking forces ensure safety. The
numerical values of P P orecc@nd P orevention AT'€
determined by experts.

Using the proposed approach, a group of specialists
can evaluate, using formula (2), the probability of
preventing the act of interference, and then using
formula (1), the risk of its occurrence at the facility.

For example, if P, .= 0,257, P, = 0,428,
=0,642, then when calculating using the formula

O will be 0,848, and continuing the calculation
with the formula (1) will give R=0,152.

The consistency of the opinions of the expert group
should be checked using the concordance coefficient
proposed by Kendall.

The assessment of the consistency of opinions is
carried out in four stages.

Stage 1. Establishment of an expert commission.
The number of factors n = 3, the number of experts
m=7.

.
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Table 1
Expert assessment
Factors Experts
1 2 3 4 5 6 7
v 0,1 (0,5 |0,1 (0,4 [0,3 (0,1 [0,3
- 0,7 10,4 10,5 {0,3 |04 |0,3 |04
P . 0,8 10,6 {0,7 [0,5 [0,6 [0,5 |0,8
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Table 2
Table of ranks
Factors | Experts
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112(3]|4|5(|617 s 2
2 2
= |E
>
S v v
£ €% |23
g SE |oF
M R @D G
1S I=RS % 5]
= = 8 Z
: |85 |35
Prefusal {21211 {1|9 =5 25
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Total 73

Stage 2. Collection of expert opinions through a
questionnaire survey (Table 1).

Stage 3. Processing expert survey data.

Estimates of experts are sorted by ascending,
position in the sample — rank, total — table of ranks
(table 2).

Calculation order:

1. Calculate the sum of ranks received by each
factor.

2. Calculate the average arithmetic sum of ranks.

3. Calculate the deviation of the sum of ranks of
each factor from the arithmetic mean of the sum of
ranks.

4. Raise the deviation of the sum of ranks of each
factor into a square and sum up the numbers obtained,
find the sum of squares of the difference of ranks (S).

Stage 4. Assessment of consistency of expert
opinions.

The coefficient of concordance:

W= # =0,796,
m (n - }'l)
where S=78,n=3, m=7.

The coefficient of concordance varies in the range
of0< W< 1, and 0is a complete inconsistency of expert
opinions, 1 is complete consistency.

The result W = 0,796 indicates a high degree of
consistency.

Conclusions. A method has been developed for
assessing the risk of acts of unlawful interference at a
transport infrastructure facility. The application of the
proposed method will allow more efficient planning of
measures toimprove security of transportinfrastructure
facilities against acts of unlawful interference.

(3)

REFERENCES

1. On transport safety: Federal Law of 09.02.2007,
No. 16-FZ [O transportnoi bezopasnosti: Federalniy zakon ot
09.02.2007 v. Ne 16-FZ]. [Electronic resource]:
https://rg.ru/2007/02/14/transport-bezopasnost-dok.html.
Last accessed 22.08.2018.

2. Terrorist attacks on transport in Russia in 2009—2013.
Official website of the online publication «RIA Today»
[ Terakty na transporte v Rossii v 2009—2013 godah. Ofits. sait
setevogo izdaniya «RIA Segodnya»|. |Electronic resource]:
https://ria.ru/spravka/20131021/971564299.html. Last
accessed 22.08.2018.

3. Pech, M. E. L’attentat le plus meurtrier depuis Vitry-
Le-Frangois en 1961. Le Figaro. [Electronic resource]:
http://www.lefigaro.fr/actualite-france/2015/01/07/
01016—20150107ARTFIG00178-historique-des-attentats-
en-france-depuis-1994.php. Last accessed 22.08.2018.

4. Shvetsov, A. V., Sharov, V. A., Shvetsova, S. V. Method
of protection of pedestrian zones against the terrorist attacks
made by means of cars including off-road vehicles and
trucks. European Journal for Security Research, 2017, Vol. 2,
Iss. 2, pp. 119—129.

5. Setola, R., De Porcellinis, S., Sforna, M. Critical
infrastructure dependency assessment using the input—
output inoperability model. International Journal of Critical
Infrastructure Protection, 2009, Vol. 2, Iss. 4, pp. 170—178.

6. Polunsky, S. M. Homeland security and Texas’ high-
speed rail. Journal of Transportation Security, 2017. DOI:
10.1007/s12198—017—0180-y.

7. Matsika, E., O’Neill, C., Battista, U., Khosravi, M.,
Laporte, A., Munoz, E. Development of Risk Assessment
Specifications for Analysing Terrorist Attacks Vulnerability
on Metro and Light Rail Systems. Transportation Research
Procedia, 2016, Vol. 14, pp. 1345—1354.

8. Malygin, I. G., Silnikov, M. V. The Use of Intelligent
Transportation Security Systems in Megapolises: Problems
and Prospects [ Primenenie intellektualnyh system transportnoi
bezopasnosti v megapolisah: problemy i perspektivy|. Questions
of the defense technology. Series 16: Technical means of
countering terrorism, 2014, Iss. 3—4, pp. 76—82.

9. Makhutov, N. Risk monitoring and forecasting for
complex safety systems of transport infrastructure and
vehicles. Quality of Life Research, 2014, Iss. 3, p. 11.

10. Ackerman, G. Comparative Analysis of VNSA
Complex Engineering Efforts. Journal of Strategic Security,
2016, Vol. 9, pp. 119—133.

11. De Cillis, F., De Maggio, M.C., Pragliola, C.,
Setola, R. Analysis of Criminal and Terrorist Related
Episodes in Railway Infrastructure Scenarios. Journal of
Homeland Security and Emergency Management, 2013, 10(2),
pp. 1-30.

12. Edwards, F.L., Goodrich, D. C., Griffith, J.
Emergency Management Training for Transportation
Agencies. San Jose, California: Mineta Transportation
Institute. Mineta Transportation Institute Report, 2016,
pp. 12-70.

13. Fiumara, E The railway security: methodologies
and instruments for protecting a critical infrastructure. In:
Setola, R., Sforza, A., Vittorini, V., Pragliola, C. (eds)
Railway infrastructure security. Topics in Safety, Risk,
Reliability and Quality, Book series, 2015, Vol. 27,
pp. 25—63.

14. Shvetsova, S. V., Shvetsov, A. V. Tendencies of
modern terrorism on the subway. World of Transport and

Transportation, 2018, Vol. 16, Iss. 1, pp. 200—210.

15. Standberg, V. Rail bound traffic — a prime target for
contemporary terrorist attacks. Journal of Transportation
Security, 2013, Vol. 6, pp. 271—286. ®

Information about the authors:

Shvetsova, Svetlana V. — Ph.D. student of Far Eastern State Transport University (FESTU), Khabarovsk,

Russia, transport-safety@mail.ru.

Shvetsov, Alexey V. — Ph.D. (Eng), head of the transport security department of Khabarovsk branch of
federal state unitary enterprise ZashchitalnfoTrans, Khabarovsk, Russia, zit-otb@mail.ru.

Balalaev, Alexander S. — D.Sc. (Eng), professor of the department of Technology of transport processes
and logistics of Far Eastern State Transport University (FESTU), Khabarovsk, Russia, bas51@mail.ru.

Article received 18.08.2018, accepted 25.10.2018.

® WORLD OF TRANSPORT AND TRANSPORTATION, Vol. 16, Iss. 6, pp. 178—182 (2018)

Shvetsova, Svetlana V., Shvetsov, Alexey V., Balalaev, Alexander S. Prevention of Acts of Unlawful

Interference at Infrastructure Facilities



