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Background. At present, the system of assessing 
the functional safety risks for infrastructure economies 
is based on the results of many years of work 
conducted under the leadership of JSC Russian 
Railways and concerns the regulatory framework in 
the field of traffic safety [1–6], URRAN normative 
documents [7–11], as well as other national and 
industry standards and techniques [12–16].

In accordance with the tasks set, the system 
should not only establish a certain level of risk, but 
predict it and determine the measures by which the 
losses associated with transport incidents and events 
would remain within the zone of acceptable risk, 
corresponded to the indicators adopted in December 
2015 the updated strategy of ensuring guaranteed 
traffic safety in the holding of Russian Railways [4].

Objective. The objective of the author is to 
consider the system of risk assessment in the field of 
functional safety of train traffic.

Methods. The author uses general scientific 
methods, comparative analysis, evaluation approach, 
scientific description.

Results.
The assessment of risks in the area of functional 

traffic safety on the infrastructure of JSC Russian 
Railways, according to the control scheme of track 
and structures, contains the stages shown in Pic. 1.

Modeling of probability of risk with the help of 
a tree of events is conducted in order to adequately 
reproduce the process of occurrence of traffic 
safety violations (TSV) and to determine the risks 
for each identified factor, to analyze the dynamics 
of their occurrence, and to formulate priority 
directions for implementing corrective actions.

The form of a deterministic model of risk 
assessment is the logical function of the integrity 
of the system [20–22].

The method of constructing this function uses 
binary random events with two inconsistent 
outcomes (normative state –  abnormal state, 
action is performed –  action is not performed, a 
deviation from the normative state is detected –  
not detected, performed timely –  not timely, speed 
limited –  unlimited, etc.).
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Pic. 1. Stages of risk assessment 
in the field of functional traffic 

safety on the infrastructure 
of JSC Russian Railways.

Methods. The author uses general scientific methods, comparative analysis, 

evaluation approach, scientific description.

Results.

* * *

The assessment of risks in the area of functional traffic safety on the 

infrastructure of JSC Russian Railways, according to the control scheme of track and 

structures, contains the stages shown in Pic. 1.

Analysis of the 
dynamics of the 
probability of 

manifestation of risk.

2.

Modeling the tree of risk events:
- construction by factors of 

dangerous failures of technical 
means;

- derivation of formulas for 
execution of

calculations based on recorded 
events.

3.
Calculation of 
probability of 
manifestation
risks of events.

4.
Filling a table

risk factors that cause TSV 
(digitization):

action is performed
based on the data received

when performing the 
calculations in step 3.

5.
Setting the limits of risk 

acceptability:
The operation is 

performed based on the 
specified targets
on traffic safety.

6.
Formation of
risk matrix:

is performed on the basis of 
the calculation of the 

likelihood of occurrence of a 
risk

and statistical data
about the caused material 

damage.

1.
Formation of initial data:

- collection of data on risk factors;;
- collection of data on risk 

indicators of TSV;
- collection of data on caused 

material damage.

8.
Formation of activities based 
on the results of the analysis 

carried out in step 7.

7.
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– deviations of GRK of 3,4 
degrees (λ1);

– defective and controllable rails 
(λ2);

– bushes of useless sleepers (λ3);

– faulty turnout switches (λ4);

– rail lashes outside the optimum 
anchoring temperature (λ5).

Change of state of
infrastructure objects, residual 

resource:
1) growth (decrease) in the quantity of
deviations of GRK from the norm 3,4 
degrees;
2) growth (decrease) in the number of 
defective rails;

3) growth (decrease) in the number of 
useless sleepers;

4) growth (decrease) in the quantity of 
faulty turnout switches

1) detection of deviations of GRK 
of 3, 4 degrees;

2) detection of DR, replacement of 
ODR;

3) detection of bushes of useless 
sleepers;

……………………………..

4) speed limitation;

5) closures of movement;

6) urgent repair.

Primary sources of risk: Complex of protective measures:Pr
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In a typical tree of events in the track economy, 
there are five generalized factors for a single case of 
failure or derailment (Pic. 2):

1) factor of appearance of a violation of the 
technical component;

2) factor of detectability;

3) timeliness factor of restrictive measures;
4) timeliness factor of repair;
5) factor of compliance with the technology of 

repair.
Supplement to the traditionally used apparatus of 

the tree of events is:

Pic. 2. The tree of events of the first level.

Pic. 3. Scheme for calculating the values of probability control of TSV.
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Pic. 2. The tree of events of the first level.

The main way to create an adequate prototype is to build a structural risk model 

using an object-oriented approach developed by NIIAS [6].

The scheme, on the basis of which the criteria for statistical control of risk 

values calculated using the event tree are formulated, is shown in Pic. 3.
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1) tree representation in a block way on three 
levels, which simplifies the formation of the risk 
function;

2) use of statistical control at the 1st and 2nd levels, 
where the probability of adverse events is compared 
with the data obtained on the basis of a standard 
statistical analysis of traffic safety risks.

The main way to create an adequate prototype is 
to build a structural risk model using an object-
oriented approach developed by NIIAS [6].

The scheme, on the basis of which the criteria for 
statistical control of risk values calculated using the 
event tree are formulated, is shown in Pic. 3.

The main stages of risk analysis using the tree of 
events are as follows [7]:

1. A first-level event tree is constructed, the initial 
event of which is the primary risk factor, the final one 
is a set of states that are characterized by greater or 
lesser probability of TSV, failure, or lack of such 
probability. The main functions of monitoring, 
protective systems should be reflected in the structure 
of the tree.

When preparing information for constructing a 
tree, a structure is first made in the form of a graph, 
the whole complex of protective measures for the 
dangerous factor is divided into blocks, and those in 
turn –  into the levels of such activities within 
themselves. Then, each lower-level activity is broken 
down into components that are associated with grass-
root factors (indicators of factor development) 
according to the scale of the NIIAS classifier [7]. The 
scheme of such a graph is presented in a general form 
in Pic. 4.

Accordingly, the tree of events of the first level of 
transformation of a single factor in TSV is shown in 
Pic. 5.

All factors are divided into two groups: primary, 
initiating TSV (groups 1–7, 10 according to the NIIAS 
classifier), and factors of the complex of protective 
measures (groups 8, 9).

2. Each block of protective measures is also 
structurally divided into technological elements of the 
lower level, trees of events of the second level are 
constructed from these elements. In general, for block i, 
aone tree is shown in Pic. 6.

3. For each level of protection of all blocks of the 
second level, a third level event tree is formed to assess 
the probability of activation of the protection level. The 
input for the tree of the 3rd level is the output of the 
protection level from the previous level, and the outputs 
coincide with the outputs of the branch point to which the 
third level tree is tied at the 2nd level.

4. For a given event structure, the risk function is 
generated by factor.

The results of calculating the probabilities of 
converting primary sources into risks are already 
recorded digitized in the classifier of factors at the place 
that stands at the intersection of the line of the type of risk 
and the factor chosen by the initiator in constructing the 
tree of events.

All such intersections with the «+» sign in the NIIAS 
classifier are filled in.

5. The risk matrix is formed on the basis of the analysis 
of frequencies and risk losses depending on the factors.

6. The order of analysis of the dynamics of the 
probability of manifestation of risk depending on the 
influence of factors is established by analyzing the 
behavior of the risk function –  depending on the change 
in the values of the factors that are the arguments of this 
function.
f(PiF

j, k
) = F(х

1
, х

2
, … х

n
), (1)

where х
i 
–  the argument corresponding to the factor i.

Pic. 5. Tree of events of the first level.
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Accordingly, the tree of events of the first level of transformation of a single 

factor in TSV is shown in Pic. 5.
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All factors are divided into two groups: primary, initiating TSV (groups 1–7, 

10 according to the NIIAS classifier), and factors of the complex of protective 

measures (groups 8, 9).

2. Each block of protective measures is also structurally divided into 

technological elements of the lower level, trees of events of the second level are 

constructed from these elements. In general, for block i, one tree is shown in Pic. 6.
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Pic. 6. Tree of events 
of the 2nd level.

Accordingly, the tree of events of the first level of transformation of a single 

factor in TSV is shown in Pic. 5.
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Pic. 5. Tree of events of the first level.

All factors are divided into two groups: primary, initiating TSV (groups 1–7, 

10 according to the NIIAS classifier), and factors of the complex of protective 

measures (groups 8, 9).

2. Each block of protective measures is also structurally divided into 

technological elements of the lower level, trees of events of the second level are 

constructed from these elements. In general, for block i, one tree is shown in Pic. 6.
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Pic. 7. Forecast of the number of defective rails in 2017:

a) on PCh-7; b) on PCh-10.
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Pic. 7. Forecast of the 
number of defective rails 
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The analysis is performed as follows:
• partial derivatives are taken over all variables;
• the values of these derivatives at the point (х

10
, 

х
20

, … х
n0

) are calculated, reflecting the current value 
of the factors;

• the maximum values are selected from these 
values;

• for variables whose derivatives exceed the 
others, the risk function is recalculated, with a certain 
step;

• the rate of change of risk is compared with the 
change of various factors;

• those values are selected that correspond to a 
possible change in the quantitative value of the factor 
in real control.

Since the maximum values of the partial derivatives 
correspond to those variables by which the risk 
exposure is maximized, the factors corresponding to 
these variables exert the maximum influence on the 
probability of occurrence of TSV of the type being 
analyzed.

7. Directions for implementation of corrective 
actions are based on development of measures that 
affect the reduction of the contribution of selected 

factors to the risk. Since these factors have the greatest 
impact, the effectiveness of response parrying 
measures to ensure traffic safety will also be greatest.

* * *
The analysis algorithm shown in the article was 

used to calculate the risks of traffic safety violations 
on Moscow–St. Petersburg–Buslovskaya high-speed 
section of October Infrastructure Directorate 
(OPCh-1, PCh-3, PCh-4, PCh-7, PCh-10) with 
decomposition according to the main factors –  the 
defectiveness of the railway economy, the deviation 
of the geometry of the track gauge of the 3rd and 4th 
degree, and the deviations in the maintenance of 
turnout switches.

Despite the fact that according to the main 
indicators the section is classified as low-risk TSV, 
some trends here require close attention and control. 
Thus, in Pic. 7, the forecast of the number of defective 
rails on PCh-7 and PCh-10 is given, which distinguishes 
two alarming positions.

The main risks for the technical component in this 
sector are related:

1) with a sharp increase in the defectiveness of 
the rail on PCh-7 and PCh-10;
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2) with a noticeable sharp increase in the number 
of defective parts of turnout switches.

In addition, a serious risk at the current time and 
in the short term is rail fracture under railway rolling 
stock, as well as derailment due to such a fracture 
(factor –  the defectiveness of the rails). The risk of 
fracture of PCh-7, PCh-10 exceeds the average 
network by an order of magnitude.

With the help of the adopted methodology, a map 
of the influence of factors on the risk of a traffic safety 
violation was obtained with the digitization of the 
probabilities of derailment, fractures of the rail under 
the train. It is presented in Table 1.

An example of effectiveness of the methodology 
in assessing the impact (significance) of key factors 
on risks is shown in Pic. 8. The evaluation was carried 
out according to the indicators determining the 
degree of development of the factors:

– incompleteness of the staff of road masters;
– incompleteness of the staff of track foremen;
– incompleteness of the staff of operators of track 

measuring trucks;
– incompleteness of the staff of operators of 

defect detection trucks;
– turnover of workers in the professions;
– the share of employees with experience in the 

position of less than 1 year;
– insecurity with tools and means of small 

mechanization;
– incompleteness of PKZ, %;
– failure to meet the delivery plan of material and 

technical resources, %;
– insecurity with of means of measurement of 

parameters of track and turnout switches.
Pic. 8 shows that the main impact on risk at the 

current values of other factors in the «detectability» 
block is provided by: completeness of the staff of track 
controllers, serviceability of a measuring tool, turnover 
of track controllers, percentage of the plan’s 
fulfillment by the track measuring truck, probability of 
equipment serviceability (technical availability ratio) 
of the track, probability error-free operation of the 
operator of the track measuring truck.

By factors of staffing and qualification, the risks 
are related to the turnover of foremen of track control, 
as well as operators of the defect detection trucks.

Based on the analysis, measures can be proposed 
to adjust the risk:

1) clarification of the reasons for the sharp 
increase in rail defectiveness, the formation of new 
reserves, taking into account the forecast of an 
increased failure;

2) formation of stocks for repair kits of turnout 
switches, taking into account the forecast of a sharp 
increase in the defectiveness of their parts;

3) preservation of the staff of track controllers, 
reduction of turnover in this profession;

4) solution of the issue of completing the 
measuring instrument for all PCh of high-speed run 
(now the average security is 50–60 %);

5) preservation of the completeness of the staff 
of operators of track measuring trucks, limitation of 
turnover in this profession;

6) maintaining the staff of track masters at the 
level of 100 % (reducing the turnover in this 
profession at least twice significantly reduces the 
risk).

Conclusions. Summarizing the above, it should 
be noted that, at the moment, the application of the 
developed methodology for risk assessment in the 
field of functional safety of train traffic:

a) requires manual processing of large amounts 
of information and is very laborious;

b) formation of a tree of events, individually for 
each railway, and even for individual sections where 
the technology differs;

c) risk assessment methods require high 
professional qualifications;

d) there are fundamental differences in 
accounting for primary sources of risk (in automated 
systems of economies), and this leads to the fact 
that the calculation of the forecast takes into account 
the state of the grass-roots factors only expertly, the 
assessment of their influence on the final result is 
taken into account «in general».

That is, in fact, the direction of the possible 
development of the evaluation system is the 
definition of such primary sources of risk and their 
accounting, which would adequately assess, first of 
all, the influence of grassroots factors of the 
functional safety of train traffic.
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