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ABSTRACT

The article deals with the organization of hidden
channels of information transfer with the help of
embedded agents in operating systems. The current
state of research in this field of science, comparison
with the world level, shows that there are no theoretical
developments of hidden channel analyzers, as well as

software and hardware implementation of their models.
The author offers his approach to creating covert
channel analyzers based on methods of self-
organization, as well as an algorithm for network
operations that allows to perform the functions of
entanglement of packets in order to destroy the process
of transmitting information over hidden channels.

Keywords: information channels, corporate network, hidden channel, analyzer, secret agent, packet,

perceptron.

Background. The review of publications on the
hidden transfer of information showed that the
problem of research in this field is relevant. Hidden
agents, supplied in modern operating systems (OS),
perform various tasks to collect data from computers
through seemingly innocuous applications. The
amount of memory occupied by operating systems is
growing significantly, and the functions practically
remain the same. This proves indirectly that within the
operating systems on the basis of applications there
are secret agents-organizers, hidden agents for the
transfer of information. Applications are a necessary
tool for gathering information legally installed on
personal computers, communicators, servers and
other computing facilities [1-3, 6, 7]. And with the
update of the operating system at the same time,
secret agents are updated.

Objective. The objective of the author is to
consider hidden channels of information transfer.

Methods. The author uses general scientific
methods, comparative analysis, evaluation approach,
scientific description.

Results. The technology of hidden channels is
based on the following principle. The hidden software
(agents) does not allow itself to be controlled, since itis
directly located in the kernel of the operating system.
The secret agent starts to act from the command from
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the outside, and therefore, the hidden delivery channels
ofthe management command must be organized in the
system. The agent-organizers are engaged in this. The
transfer and reception of their information is carried out
through the same channels that the corporate network
also uses. The process first goes through the equipment
ofthe local network: access points, switches, protective
screens, routers. The transfer of information over the
hidden channels occurs further through the equipment
of the communication operator, where the main links
are the servers and routers.

In other words, through the communication
channel from an external source to an illegal agent
information must be transferred, the volume of which
depends on the type of tasks being solved. But if such
an operation is noticed, then the «bookmark» can be
immediately destroyed. It is clear that the transfer of
information to the automated device of such an agent
is carried out through the same input sequence as
information to the computer system (CS). The CS is
monitored by a U subject which does not see the
hidden management of the agent and has some
information about the current state of the CS and the
task submitted to the input.

The subject U does not see in the state s the
hidden channel X — Y then and only then I(X, Y) —
Is(X, Y|Z) [3, 5, 8]. This conclusion is interpreted as
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Pic. 1. Structured scheme of the formation of hidden channels: SAs, sw, r, pr — hidden agents responsible
for data collection from network devices and formation of the volume of transmitted information;
SA, —hidden information transfer agent for one of the features or a combination thereof.
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follows. If C receives a message z<€Z and does not
want this fact to be seen by the subject U, then the
information stream from X to Y should remain the
same as in the case when there is simply no hidden
transfer through the channel X — Z.

In the formation of a hidden channel illegal agents
of servers, switches, routers are involved. The most
rational way to control the appearance of hidden
channels of information transfer can be applied for
equipment with large queues: switches and routers,
the mandatory attribute of which is the presence of a
stec of packets, where they are sent and where the
missing packets can be extracted in the absence of
them in the information flow. This is how the sequence
of the hidden channel is formed from the current
information flow and the stec of packets (Pic. 1).
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The work of the information-flow analyzer based
on perceptron [4] is based on the analysis of the
situation according to the formed decision rules in the
space of given characteristics. The peculiarity of the
analyzer is thatitis required to recognize a combination
of existing parameters. To implement a hidden
channel, it is possible to use synchronization
sequences that denote the beginning and the end of
the transfer of the information flow (respectively, the
sync packets of the beginning and the end are used).
The organizer of any transfer is a secret agent-
intermediary. The repeatability of some combinations
is a sign that there is a hidden transfer.

A single-row perceptron, in the case of applying
one feature to transfer information over a hidden
channel, contains possible combinations of packets
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arranged in accordance with a certain feature, for
example, via a protocol. In the variant of applying two
characteristics, the decision functions will contain two
characteristics, etc. (Pic. 2).

The formation of a hidden channel using two signs
occurs as follows. A predefined sequence of
ip-addresses for certain protocols (HTTP-UDP or any
other pair, for example, HTTP-RTCP) can be used as
a sign. It should be noted that the creation of a hidden
sequence can be based on the order of the packets.
Therefore, the perceptron must contain a combination
ofthe location of the packets in the base of the decision
rules, as in the following example: UDP and HTTP.

The sequence of packets is divided into flows by
protocols, and a hidden channel can be formed in
each flow. In the case of a sequence of two, the sync
flow is generated from the packet sequences of two
protocols.

Pic. 2 shows two cases of forming hidden
channels on packets of one protocol and packets on
two protocols. In the second case, the decision rules
should take into account the fact that the combination
of packet allocation can also be used for the formation
of synchronous packets of hidden channels.

Ifyou try to generate a sequence from a common
flow on attribute X,, then the subject U does not
succeed, since the packets are confused. The first
series of perceptron with two signs will have decision
functions:

. 2 . 2
R, =(x1 —xl)j +(x2 —xz)j ,

where x”,and x*,— central values of the attributes when
training the perceptron (it takes a numerical value
corresponding to the type of the packet DNS - 1,
DHCP - 2, HTTP - 3, etc.).

The use of the perceptron allows the creation of
analyzers of hidden channels that operate on several
characteristics, and the perceptron must be multi-
row.

The assignment of the second series of the
perceptron-based analyzer is the analysis of
combinations of protocol packets that «bear» certain
characteristics on the basis of which the information
should be transferred. The transfer is synchronized
with the initial and final combinations formed from the
protocol packets in a strictly defined sequence (the
transfer agents agree in advance). The model of the
second perceptron series using one «carrier» protocol
will include (for example, if there are two ip-addresses:
ip, - logical zero, ip, — logical unit) possible
combinations indicating the beginning or the end of
the information transfer. For example, if you use a
combination of eight packets, the model contains 256
options for implementing the start and end timing
signals.

In order to speed up the flow of information, the
data block between the beginning and the end of the
process is transferred by logical zeros and units, which
can be, as indicated earlier, ip-addresses. At the
output of the second row of the percetron, we have
the following sequence at time instants [t ]:

RHKj[tk]’ {Rbi+ 1[tk+ 1]’ T Rbi+ 1[tk+j]’ ey ) RHKm[tlﬁ-p]’
where Fi”“l,[tk] — analyzer output, trained for sync
packet «beginning of transfer»;

R [ tm] —analyzer output, trained for sync packet
«end of transfer»;

R Mt ], R°, [t ] — analyzer outputs trained
to fix a logical unit and zero; are formed in a block of
transmitted data.

The resulting sequence represents data traveling
along a hidden channel. It should be noted that their
transfer should be carried out in a limited time interval,
so as notto be recognized. And besides, to reveal the
probability of the existence of a hidden channel
without using adequate task of analyzers is almost
impossible.

Conclusion. The information received from
the hidden channel analyzer is necessary to apply
methods that prevent the possibility of continuing
the process with the participation of «illegal»
agents. To implement such a task, it is proposed
to investigate the methods of packet entanglement.
Technically, this requires considerable data
processing speeds, which predetermines the use
of optical interfaces connecting the entanglement
server and buffer storage, where packets are
temporarily placed. Moreover, the algorithm
should allow certain packets to be passed
unchecked, which cannot be confused, otherwise
the network devices will malfunction.

Thus, the implementation of the perceptron-
based analyzer for recognizing hidden channels
allows to significantly increase the effectiveness of
the control over them in the corporate segment of
networks.
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